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Chapter 1

Introduction

This chapter introduces SIGNificant Client and this guide.

About xyzmo SIGNificant

xyzmo SIGNificant Group is a leading provider of electronic and digital signature solutions,

offering an exclusive product line that equips organizations with a smooth transition into a
secured paperless environment, complying with e -signature legislation. Our digital signature
solutions, including the digital stamp and the personal electronic and biometric signature,

represent the basis for integrated digital processes.

Our products are being used by leading companies in more than 10 countries and in various
industries such as: telecommunications, banking, insurance, healthcare, pharmaceutical,
manufacturing and others. Thanks to our signat ure solutions, stamping and signing remain as
easy as ever, but are performed directly within the electronic document and can be integrated

into any existing application or document workflow procedure.

About SIGNificant Client

SIGNificant Client allows u sers to quickly and easily design, sign, and print documents, without
accessing the SIGNificant server. This solution is especially suitable for professionals who work

offline or who do not have Internet connectivity on a regular basis. For example, insura nce
agents can sign policies in the field, lawyers can sign contracts while visiting clients, and

customers can sign sales agreements at a point of sale (POS).

SIGNificant Client users can prepare fully designed documents that specify exactly who must
sign the document, how they must sign, and where their signatures should appear in the
document. Alternatively, users can design and sign documents on the fly.

Documents can be signed using a digital pen and tablet, or using a certificate. The signature is

the n embedded in the document. If desired, SIGNificant Client can authenticate the signature
biometrically, by checking the signature against the signer's enrolled signature in the

SIGNificant Biometric Server, when Internet connectivity is established. By el iminating pen -
and - paper signatures, SIGNificant Client transforms your office into a time - efficient and
environmentally friendly place.

Once all signers have signed a document, it is secured against further modification and saved
locally. The document can then be viewed by any user using Adobe Acrobat Reader, and it can
be uploaded to the companyds server when I nternet conn
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Introduction

About This Guide

This guide describes the steps needed to perform a roll -out installation of SIGNificant Client in
a customerds | T infrastructure. In addition, this guid
Client .

It is intended for the network administrator at your organization.

Related Publications

This guide should be used in conjunction with:

1 SIGNifican t Biometric Server Administrator Guide
1 SIGNificant Client User Guide

i SIGNificant Client Integration Guide
il

SIGNificant Client Release Notes
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Chapter

2

Rolling Out SIGNificant Client

This chapter describes the steps requi red in order to roll  -out SIGNificant Client inan IT
infrastructure. This is relevant for automatic installations without user interaction on many
client PCs.

Note: For information on SIGNificant Client manual installation on individual machines, refer to
the SIGNificant Client User Guide .

Requirements

In order to roll  -out SIGNificant Client , you must meet the following requirements:

i Installing SIGNificant  Client requires administrative privileges on the client computers;
you must thereforlel wswesern fidrnsdaxaecuti ng the

1 All installation files must be executed from a temporary directory on the client computer
and not from a network share.

i In order to enable biometric authentication of signatures in SIGNificant Client , you mu st

install SIGNificant Biometric Server within your IT environment, add all users to the

SIGNificant Biometric Server database. For detailed information, refer to the SIGNificant

Biometric Server Administrator Guide

1 As an option you can use an internal SIGNificant License Server  in orderto eliminate the

need to manually install licenses on every client computer upon first use of the software.

nst al

Install SIGNificant License Server within your IT environment and configure the Client to

automatically obtain lic  enses from this internal license server as part of the software roll
out. Refer to chapter Setting the License Server URL on page 10

i The client computers must meet the requirements listed in the following table.

Table 1: SIGNificant  Client Requirements

ltem Requirement

Hardware

Digital pen and tablet A Wintab compatible pen and tablet - for the list of officially
supported tablets of each version refer to the release notes.

Smartcards or tokens Required only if certificates that are located on smartcards
or tokens are to be used

Internet connection Required only if biometric authentication is used

Printer port

Software

General signing certificate If a signer does not use a personal certif icate to sign the
document, the document is sealed with a general certificate.
While SIGNificant  Client comes with a demo certificate, it is
recommended to use a certificate that is issued to you or
your company.

Administrator Guide v3.0.1
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Personal software Signers can seal a document with a personal certificate, in
certificate addition to or instead of their handwritten signature.
Biometric e ncryption The biometric data is encrypted before it is embedded into
certificate the document. To encrypt the data with your own certifica te
the PUBLIC part of the certificate must be installed on the
client PC.
Relative driver for tablet This can be installed as part of roll -out installation. See
Installing Tablet Drivers on page 10.
Relative driver for Pl ease refer to the venderds doc
smartcard rea ders or
tokens
oS Microsoft Windows XP, Microsoft Windows Vista 32 bit only
Development environment Microsoft .NET Framework 2 and up
Registration The SIGNificant Client software mustb e registered, either by
(challenge/license key) a license server or manually. For information on using a

license server, see  Setting the License Server URL on page
10. For information on registering manually, refer to the
SIGNificant Client User Guide .

Note: Before performing the roll -out, it is recommended to perform a manual installation using
the Ainstall o user on a single representative client
drivers. For information on manual installation, refer to the SIGNifican t Client User Guide .

Installation Procedure

Roll-out includes the following steps:
1. Install SIGNificant  Client .
See Installing SIGNificant  Client on page 8.

2. (Optional) Install tablet drivers.

See Installing Tablet Drivers on page 10.
3. Install default signing certificate

See Installing Default Signing Certificate on page 11
4, Install default stamping certificate

See Installing Default Signing Certificate on page 11
5. Install default biometric encryption certificate

See Installing Default Biometric Encryption Certificate on page 11

Setting the License Server URL

You can configure client computers to automatically fetch a SIGNific ant Client license from
your company's internal SIGNificant License Server . This eliminates the need to manually
install licenses on each client computer. To do so, use the parameters described in

Installing SIGNificant  Client on page 5

When the user starts SIGNificant Client for the first time, SIGNificant Client requests a license
from SIGNificant License Server  that automatically issues a license from the pool of available
licenses. If the license server cannot be reached or the pool has no more licenses, an error

message appears in the SIGNificant Client interface and is written to the operation log file. For
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Rolling Out SIGNificant Client

information on viewing operation log files, see Viewing SIGNificant  Client Operation Log Files
on page 49.

Note: The internal SIGNificant License Server  must be accessible to the client computer when
SIGNificant Client first starts up and fetches the license.

Note: If your company does not use an internal SI  GNificant License Server , then each user
must register their SIGNificant Client software in order to obtain a license. For information,
refer to the SIGNificant Client User Guide .

Note: If your company uses an internal SIGNificant License Server , butyou d id not set the
internal license server URL during software roll -out, then you must set the license server URL
on each individual client computer, as described in Setting the License Server URL on

Individual SIGNificant  Client s on page 39.

Installing SIGNificant Client

Note: The software package you receive via download or CD contains a setup file called
SIGNificantOfflineClient_<versionNr>.exe . You can rename if desired. In this guide we
will refertoitas  SIGNificantOfflineClient.exe

To install SIGNificant Client

T Execute the following command:

SIGNificant  Client.exe [/S ][ /D= directory ][ /GLOBAL= configfile ]
[/DEF_STAMPS=%PATH%] [/PRINTER= printer ] [/LIC_SERVER= URL] [/LIC_PWD=
password ]

SIGNificant Client is installed.

The following p arameters are supported:

Parameter Description

1S Optional. Perform silent installation.
If this parameter is missing, SIGNificant Client installation requires user
interaction.

/D=directory Optional. The destination directory.

The default value is  %ProgramFiles% \ SIGNificantOfflineClient
Example: /D=D: \ Programme\ SigClient

/GLOBAL=configfile Optional. SIGNificant  Client includes a default configuration file called
_global.xml. If desired, you can configure and install an alternative
_global.xm | configuration file, by using this parameter. For information on

configuring an alternative _global.xml configuration file, see Configuring

General Settings on page 28.

Note: Thisfile must be named _global.xml and must be presentin the same

directory as the setup file. Make sure the _global.xml is valid, because its
validity not checked during installation.

The configuration file will be copied to the SIGNificant Client destination
directory.

Example: /global=_global.xml
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IDEF_STAMPS=%PATH? Optional. Significant ~ Client provides default stamps, if other stamps should be
used, define their location with this parameter. The stamps, which are in the
installation -folder are replaced (not added!) by the custom ones.

1  %PATH% specifies the folder, where the custom default stamps are located, which
should be used for stamping.

Example: /DEF_STAMPS=c:\ temp

/PRINTER=printer Optional. Indicates whether to install the SIGNificant Client Printer. This can
have the following values:

1 0. Do notinstall the SIGNificant Client Printer.
T 1. Install the SIGNificant Client Printer. This is the default value.

Example: /PRINTER=0 to avoid the printer installation

/LIC_SERVER URL of the internal license  -server

Example:

/LIC_SERVER=http://attsvmseal01/Li censeService/LicenceService.asmx"
/LIC_PWD Password for the internal license -server

Example: /LIC_PWD=1234

Note: If an optional parameter is not defined, the described default values are executed.

Note: During setup the registry key INPUTMETHOD is set to O during installation. To set the
tablet type accordingly please refer to Configure the Tablet Type on page 49
Examples:

1 SIGNificant  Client.exe /S
Silently install the SIGNificant Client software to the directory
%ProgramFiles% \ SIGNificantOfflineClient with the default configuration without a
license server and without custom stamps.

i SIGNificantClient .exe "/D=c: \ Programme \ SigClient ""/GLOBAL=c: \ global.xml"
"IDEF_STAMPS=c: \ temp" /S /P RINTER=0
"/LIC_SERVER=http://attsvmseal01/LicenseService/LicenceService.asmx"

/LIC_PWD=1234

Silently installs the SIGNificant Client software to the directory d: \ Programs \ SigClient
with configuration specified in the supplied _global.xml file, custom stamp s provided at
C:\temp, avoiding the printer installation and using an internal license server

Installing Tablet Drivers

The following procedure explains how to install a WACOM tablet driver. It is based on the
following WACOM driver package:

1 Driver 5.08 -2a RC for Windows Vista (32 and 64 bit), XP & 2000, Multilanguage

1 Supported tablets: Bamboo, Graphire4, Graphire3, Graphire Bluetooth, Wireless Pen
Tablet, Volito, PenPartner, Cintiq 17SX/PL/DTU -710, PL -720, DTF -510/521 and Penabled
Tablet PCs

Toinstallt he tablet driver

1. Extract the WACOM driver installation file (for example, cons5.08 -2a int.exe )tothe
directory \ wacom_drivers

2. Execute the following command:

Administrator Guide v3.0.1 10
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\ wacom_drivers \ setup.exe /s

The tablet drivers are silently installed to the directory %ProgramFiles% \ Tablet
3. Restart the client computer, in order for the driver to recognize the connected tablet.
4, To verify that the driver was installed, do one of the following:
U Click START > Control Panel > Add/Remove Programs , and check that "Pen

Tablet" appears in the list of programs.

U Check that the directory %ProgramFiles% \ Tablet exists.

Notes:

This setup is executed in the background by default and exits the command shell. If you want
your script to wait for the installation to exit, you must call it using the following command:
start /wait setup.exe /s

This setup can be executed only once. The second time the setup is called (after restarting the
computer), the setup uninstalls the driver.

Installing Default Signing Certificate

All Client PCs need to have ad  efault signing certificate T the public AND private key T
installed in their Windows Certificate store. Microsoft provides a tool named iwi nhttpcertcfged
accomplish this ( http://www.microsoft.com/downloads/details.aspx?familyid=c42e27ac -34009 -

40e9 -8667 -c748e422833f&displaylang=en )

Example: The following command installs the PFX file @ASI GNif
thepasswo rd fidemood into the PCs | ocal machine certificate store
1 winhttpcertcfg.exe  -g -i " SIGNificant_Default_Signing.pfx " -c LOCAL_MACHINE \My -p

fi d e meadeveryone
Installing Default S tamping Certificate

All Client PCs need to have a default stamping certificat e i the public AND private key T

installed in their Windows Certificate store. Microsoft provides a tool named iwi nhttpcertcfgec
accomplish this ( http://www.microsoft.com/downloads/details.aspx?familyid=c42e27ac -34009 -

40e9 -8667 -c748e422833f&displaylang=en )

Example: The following command installs t he Sttnipg f.iplfec 0 SI GNi f
with the passwor d fde moacal machine cettificate s@s |

i winhttpcertcfg.exe  -g -i " SIGNificant_Default  ~ Stamping .pfx" -c¢ LOCAL_MACHINE \My -p
fi d e meadeveryone

Installing Default Biometric Encryption Certificate

All Client PCs need to have a biometric encryption certificate T the public key only 7 installed.

Mi crosoft provides the tool fc e httphgsdn.mécrosofbcorn/en accompl i s
us/library/e78byta0(VS.71).aspx ).

Example: The following command installs the certificate
AiSI GNi ficant _Client _Bi omet r ioin®the PCa lpcalDnEdHie. cqrtifidate store:

1 certmgr .exe -add -all -c "SIGNificant_Client_BiometricStorageDEMO.p7b" -S -r
localMachine my
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Uninstalling SIGNificant Client

To un install SIGNificant Client

i Execute the following command:
% PROGRAMFILES% \ SIGNificantClient

SIGNificant Client is uninstalled.

\ SIGNificant

Client_uninst.exe /S

Administrator Guide v3. 0.1
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3

Setting up SIGNificant Client License Server

As an option you can use an internal SIGNificant License Server in order to eliminate the need
to manually install licenses on every client computer upon first use of the software. Install
SIGNificant Client License Server within your IT environment and confi gure the Client to

automatically obtain licenses from this internal license server as part of the software roll -out.

SIGNificant Client License Server 2.2.0.0 is now available with a fully automated and
comfortable setup.

1. Start the setup execution fil e. The welcome screen appears. Click iNext o

# SIGNificant Client License Server 2.2.0.0 Setup =101 x|

‘ SIGN ‘ Welcome to the SIGNificant Client
| License Server License Server 2.2.0.0 Setup Wizard

This wizard will guide vou through the installation of
SIGNificant Client License Server 2.2.0.0.

Fully automated roli-out

for your client licenses It is recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue,

Cancel |

Administrator Guide v3.0.1
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2. Mark the checkbox for agreeing to the License Agreement of SIGNificant Client License

Server. Click ANexto.

@ SIGNificant Client License Server 2.2.0.0 Setup ] =00 x|

License Agreement

Please review the license terms before installing SIGHMificant Client

License Server License Server 2.2.0.0,

Press Page Down to see the rest of the agreement.

By selecting "I ACCEPT" Ijwe confirm the knowledge and acceptance of xyzmo's andjor
Significant's End User Licensing Terms and Conditions in respect of the product.

If I do not know these End User Licensing Terms and Conditions or I do not accept them or I
have any doubts,

Ifwe amjare not allowed to proceed with the installation.

If you accept the terms of the agreement, click the check box below. You must accept the
agreement to install SIGNificant Client License Server 2.2.0.0. Click Next to continue.

[V 1 accept the terms of the License Agreement:

rullseft Install System v2 43

< Back I MNext = I Cancel

3. Unmark SQL Server if there is one installed already. Prerequisites and Core components are
installed anyway. Click fANexto.

# SIGNificant Client License Server 2.2.0.0 Setup ‘ =101 x|

Choose Components

Choose which features of SIGNificant Client License Server

- License Server 55 5 0 you want to install,

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

~ Description
Position your mouse
over-acomponentto
Core see itsidescription,

Select components to install:

Space required: 210,3MB

rullsoft Install System V2,43
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4. Choose the destination t o \3iIGNifiGnhtLicenséiS¢marisger a mFi | e s %

by default. Click ONexto.

# SIGNificant Client License Server 2.2.0.0 Setup =10 x|

‘ ! =y Choose Install Location

Li Sar Choose the folder in which to install SIGMificant Client License
icense Server £ o5 5 0.0,

Setup will install SIGNificant Client License Server 2,2.0.0 in the following folder. To installin a
different folder, click Browse and select another folder. Click Mext to continue.,

Destination Folder

Cense Server

_:\Program Files\SIGNificant Client Li

Browse... I

Space required: 210,3MB
Space available: 16.1GB

rullsaft Install System 2,43

< Back I MNext > l Cancel

5. Choose your database name and mar k

t he

enter the correct name if there is one installed already. Test the connection via the

button .Click nANextoO.

# Choose a Microsoft SOL Server i B ] [

‘ Choosze Install Location

Li — Choose the Folder in which to install SIGNFicant Client License
icense Server S oo 0,

Database name I SIGMificantClientLicenseServer

v Use existing Microsaft SOL Serveri

Servername | JSCLEXPRESS

— futhentication mode
% Windows authentication

' S0QL Server authenticakion

Test connection

Hser I 53

Passiward I SREBEBES

rullsaft Irstall Svwstem w2, 43

Back I Mlext I Cancel

checkbox

Administrator Guide v3.0.1
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6. Now choose the Name of your Application Pool and your Virtual Directory. An own user
is created for accessing these directories on the server. Fill out username and p assword
for the user and the web service and click Alnstall

@ SIGNificant Client License Server 2.2.0.0 Setup B =10 x|

Choose Install Location

Choose the folder in which to install SIGNificant Client License

License Server Server 2.2.0.0.

SIGHificant Client License Server

Application Pool

Yirtual Directory | SIGNificant Client License Server
User Setup
[V Create user
Username | LicenseServer
Password | seesee CHECK USEr
Password for webservice ecoe
rullseft Install Systemn vz, 43
< Back I Install I Cancel l
7.After installation the message ACompletedd i s show
ANexto to finish the installation.

& sIGNificant Client License Server 2.2.0.0 Setup - I ] [

Installation Complete

i e Setup was completed successfully,

Completed
Installed IIS Application Pool, ﬂ

Installing II5 Yirtual Directary. ..

Extract: createvirtualDirectory wbs, ., 100%:

Delete file: CADOCUME 1 ADMIMI~ 1 LOCAL S~ 11 TempinsmzES, tmplcreateiirtualDir, .
Installed IIS Wirtual directory,

Configuring IIS Virkual Directory For ASP.MET 2.0...

Configured I15 Yirkual Directory For A3P.MET 2.0,

Cutput Folders C\Program Files!SIGMNificant Client License Server

Extract: xyzmo.ico.,, 100%:

Create sharkouk: CiDocurents and Settings)all UsersiDeskkopt SIGMificant Clisnk Lice. .,
Created uninstaller: C:\Program FilesiSIGhificant Client License Serveriuninst, exe
Completed

o 0 o = = e
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8. The last window informs you about the delivered 90 day demo license for your
SIGNificant Client License Server. Click fiFinish 0 to end the installation.

# SIGNificant Client License Server 2.2.0.0 Setup o ] 5

SIGNificant™ Completing the SIGNificant Client
lent Leenseserver  License Server 2.2.0.0 Setup Wizard

‘You can now use the delivered 90-day-demo-license.
If vou want to purchase a production license please follow
Fully automated roll-out the link at the bottom of this page.
for your client licenses Y¥ou can also purchase a production license later via the
administration page.

Click the following link to purchase a production license

% Back
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Chapter 4

Integrating SIGNificant Client

This chapter describes  the basics of the  SIGNificant Clientinte gration. Please read more in
SIGNificant  Client Integration Guide

Calling SIGNificant Client

You can start SIGNificant  Client via the command line.
To start SIGNificant Client
i Run the following command:

SIGNificant Client.exe filename

The following parameters are s upported:

Parameter  Description

filename The full path and filename of the file that SIGNificant Client should open.

For example, c: \ Temp document.pdf

For example:

SIGNificant  Client.exe c: \ Temp document.pdf

Configuring a Custom Button

If desired, you can add a custom button to SIGNificant Client .

To add a custom button to SIGNificant Client

1. Create an *.exe file that should be triggered when the user clicks the custom button in
SIGNificant Client .

2. Configure the keys in the SIGNificant Client configurat ion file's customButton section.
For information on configuring the _global.xml  and the relevant keys, see Table 9:

Custom B utton Configuration Parameters on page 36

Document Status R eport:

To enable the customer application which calls the Client to check if all necessary signatures

were applied the client now writes a Adocument StatusRe
contains the number of signature fields, number of unsigned s ignature fields and details to
every signature field. It is located in the same folder as the PDF document and the naming

convention is  "<documentname.extension>_DocStatusReport.xml"

This is available in two ways:

1. Custom Button: the additional argument % DocStatusReport% provides you the full path to
the XML.
E.g. <arguments> %FILENAME% %DocStatusReport%</arguments> A

2. Always write report: via setting the global config parameter <writeDocStatusReport> to 1,
the XML report is written after loading the docu ment, at every save and on close of the
document. With this feature the customer application can determine the status of the
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document at any time.

The document report contains the following information:

Parameter Description
numberOfFields

states the nu mber of signature fields in the document
numberOfunsignedFields States how many signature fields are signed
sig Gives information of each signature field.
Ud: Signer ds Name

filedID: Name of the Field

Page: Page, the signature field is placed

Administrator Guide v3.0.1
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Chapte r 5

Working with SIGNificant Client Synchronizer

This chapter describes how to use the SIGNificant Client Synchronizer

This tool allows the users to move and synchronize signed documents eaS|Iy It may be used
e.g. when sales representatives sign a number of documents while not connected to the

company network. When returning to the office the employee can start SIGNificant Client

Synchronizer and synchronize the documents in the folder via one button to the e.g.

c 0 mp a scprdigured network directory.

Installing SIGNificant Client Synchronizer

- Download SIGNificant Client Synchronizer from our partnerweb. It is listed in the
utilities folder of SIGNificant Client .

- Start the installation by double clicking the msi installa tion package and follow the
instructions

Using SIGNificant Client Synchronizer

Main Screen

The main screen consists of two list views, three buttons and a small info box at the bottom.
The | eft view shows the configured &fbrsymahrordzingvi t h

al
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