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Chapter 1  

Introduction 
This chapter introduces SIGNificant Client  and this guide.  

 
 

About xyzmo SIGNificant  

xyzmo SIGNificant Group is a leading provider of electronic and digital signature solutions, 

offering an exclusive product line that equips  organizations with a smooth transition into a 

secured paperless environment, complying with e -signature legislation. Our digital signature 

solutions, including the digital stamp and the personal electronic and biometric signature, 

represent the basis for integrated digital processes.  

 

Our products are being used by leading companies in more than 10 countries and in various 

industries such as: telecommunications, banking, insurance, healthcare, pharmaceutical, 

manufacturing and others. Thanks to our signat ure solutions, stamping and signing remain as 

easy as ever, but are performed directly within the electronic document and can be integrated 

into any existing application or document workflow procedure.  

 
 

About SIGNificant Client  

SIGNificant Client  allows u sers to quickly and easily design, sign, and print documents, without 

accessing the SIGNificant server. This solution is especially suitable for professionals who work 

offline or who do not have Internet connectivity on a regular basis. For example, insura nce 

agents can sign policies in the field, lawyers can sign contracts while visiting clients, and 

customers can sign sales agreements at a point of sale (POS).  

SIGNificant Client  users can prepare fully designed documents that specify exactly who must 

sign  the document, how they must sign, and where their signatures should appear in the 

document. Alternatively, users can design and sign documents on the fly.  

Documents can be signed using a digital pen and tablet, or using a certificate. The signature is 

the n embedded in the document. If desired, SIGNificant Client  can authenticate the signature 

biometrically, by checking the signature against the signer's enrolled signature in the 

SIGNificant Biometric Server, when Internet connectivity is established. By el iminating pen -

and -paper signatures, SIGNificant Client  transforms your office into a time -efficient and 

environmentally friendly place.  

Once all signers have signed a document, it is secured against further modification and saved 

locally. The document can then be viewed by any user using Adobe Acrobat Reader, and it can 

be uploaded to the companyôs server when Internet connectivity is established.  
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About This Guide  

This guide describes the steps needed to perform a roll -out installation of SIGNificant Client  in 

a customerôs IT infrastructure. In addition, this guide explains how to configure SIGNificant 

Client . 

It is intended for the network administrator at your organization.  

 
 

Related Publications  

This guide should be used in conjunction with:  

¶ SIGNifican t Biometric Server Administrator Guide  

¶ SIGNificant Client  User Guide  

¶ SIGNificant Client  Integration Guide  

¶ SIGNificant Client  Release Notes  
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Chapter 2  

Rolling Out SIGNificant Client  
 

This chapter describes the steps requi red in order to roll -out SIGNificant Client  in an IT 

infrastructure. This is relevant for automatic installations without user interaction on many 

client PCs.  

Note: For information on SIGNificant Client  manual installation on individual machines, refer to 

the  SIGNificant Client  User Guide .  

 
 

Requirements  

In order to roll -out SIGNificant Client , you must meet the following requirements:  

¶ Installing SIGNificant Client  requires administrative privileges on the client computers; 

you must therefore use an ñinstallò user for executing the installation scripts. 

¶ All installation files must be executed from a temporary directory on the client computer 

and not from a network share.  

¶ In order to enable biometric authentication of signatures in SIGNificant Client , you mu st 

install SIGNificant Biometric Server within your IT environment, add all users to the 

SIGNificant Biometric Server database. For detailed information, refer to the SIGNificant 

Biometric Server Administrator Guide .  

¶ As an option you can use an internal SI GNificant License Server  in order to eliminate the 

need to manually install licenses on every client computer upon first use of the software. 

Install SIGNificant  License Server within your IT environment and configure the Client  to 

automatically obtain lic enses from  this internal license server as part of the software roll -

out . Refer to chapter  Setting the License Server URL  on page 10  

¶ The client computers must meet the requirements listed in the following table.  

Table 1 :  SIGNificant Client  Requirements  

Item Requirement  

Hardware   

Digital pen and tablet  A Wintab compatible pen and tablet -  for the list of officially 

supported tablets of each version refer to the release notes.  

Smartcards or tokens  Required only if certificates that are located on smartcards 

or tokens are to be used  

Internet connection  Required only if biometric authentication is used  

Printer port   

 

Software   

General  signing  certificate  If a signer does not use a personal certif icate to sign the 

document, the document is sealed with a general certificate. 

While SIGNificant Client  comes with a demo certificate, it is 

recommended to use a certificate that is issued to you or 

your company.  
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Personal software 

certificate  

 

Biometric e ncryption 

certificate  

 

Signers can seal a document with a personal certificate, in 

addition to or instead of their handwritten signature.  

 

The biometric data is encrypted before it is embedded into 

the document. To encrypt the data with your own certifica te 

the PUBLIC part of the certificate must be installed on the 

client PC.  

Relative driver for tablet  This can be installed as part of roll -out installation. See 

Installing Tablet Drivers  on page 10 . 

Relative driver for 

smartcard rea ders or 

tokens  

Please refer to the venderôs documentation. 

OS Microsoft Windows XP, Microsoft Windows Vista  32 bit only  

Development environment  Microsoft .NET Framework 2 and up  

Registration 

(challenge/license key)  

The SIGNificant Client  software must b e registered, either by 

a license server or manually. For information on using a 

license server, see Setting the License Server URL  on page 

10 . For information on registering manually, refer to the  

SIGNificant Client  User Guide .  

Note:  Before performing the roll -out, it is recommended to perform a manual installation using 

the ñinstallò user on a single representative client computer, including all necessary tablet 

drivers. For information on manual installation, refer to the SIGNifican t Client  User Guide .  
 

Installation Procedure  

Roll -out includes the following steps:  

1.  Install SIGNificant Client . 

See Installing SIGNificant Client  on page 8. 

2.   (Optional) Install tablet drivers.  

See Installing Tablet Drivers  on page 10 . 

3.  Install default signing certificate . 

See Installing Default Signing Certificate  on page 11  

4.  Install default stamping certificate . 

See Installing Default Signing Certificate  on page 11  

5.  Install default biometric encryption certificate . 

See Installing Default Biometric Encryption Certificate  on page  11  

 
 

Setting the License Server URL  

You can configure client computers to automatically fetch a SIGNific ant Client  license from 

your company's internal SIGNificant  License Server . This eliminates the need to manually 

install licenses on each client computer.  To do so, use the parameters described in  

Installing SIGNificant Client  on page  5 

When the user starts SIGNificant Client  for the first time, SIGNificant Client  requests a license 

from SIGNificant License Server that  automatically issues a license from the pool of available 

licenses.  If the license server cannot be reached or the pool has no more licenses, an error 

message appears in the SIGNificant Client  interface and is written to the operation log file. For 
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information on viewing operation log files, see Viewing SIGNificant Client  Operation Log Files  

on page 49 . 

Note: The internal SIGNificant License Server  must be accessible to the client computer when 

SIGNificant Client  first starts up and fetches the license.  

Note: If your company does not use an internal SI GNificant License Server , then each user 

must register their SIGNificant Client  software in order to obtain a license. For information, 

refer to the  SIGNificant Client  User Guide .  

Note: If your company uses an internal SIGNificant License Server , but you d id not set the 

internal license server URL during software roll -out, then you must set the license server URL 

on each individual client computer, as described in Setting the License Server URL on 

Individual SIGNificant Client s on page 39 . 

 
Installing SIGNificant Client  

Note: The software package you receive via download or CD contains a setup file called 

SIGNificantOfflineClient_<versionNr>.exe . You can rename if desired. In this guide we 

will refer to it as SIGNificantOfflineClient.exe .  

To install SIGNificant Client  

¶ Execute the following command:  

SIGNificant Client.exe  [ /S ] [ /D= directory ] [ /GLOBAL= configfile ] 
[ /DEF_STAMPS=%PATH%] [ /PRINTER= printer ]  [ /LIC_SERVER= URL] [ /LIC_PWD= 

password ]  

SIGNificant Client  is installed.  

 

The following p arameters are supported:  

Parameter  Description  

/S  Optional. Perform silent installation.  

If this parameter is missing, SIGNificant Client  installation requires user 

interaction.  

/D=directory  Optional. The destination directory.  

The default value is  %ProgramFiles% \ SIGNificantOfflineClient .  

Example: /D=D: \ Programme \ SigClient  

/GLOBAL=configfile  

 

 

 

 

 

 

 

 

 

Optional. SIGNificant Client  includes a default configuration file called 

_global.xml.  If desired, you can configure and install an alternative 

_global.xm l configuration file, by using this parameter. For information on 

configuring an alternative _global.xml configuration file, see Configuring 

General Settings  on page 28 . 

Note:  This file must be named _global.xml  and must be present in the same 

directory as the setup file. Make sure the _global.xml  is valid, because its 

validity not checked during installation.  

The configuration file will be copied to the SIGNificant Client  destination 

directory.  

Example: /global=_global.xml  



 Rolling Out SIGNificant Client  

 

Administrator Guide v3.0.1  10  

 

/DEF_STAMPS=%PATH% Optional. Significant Client  provides default stamps, if other stamps should be 

used, define their location with this parameter. The stamps, which are in the 

installation - folder are replaced (not added!) by the custom ones.  

¶ %PATH% specifies the folder, where the custom default stamps are located, which 
should be used for stamping.  

Example: /DEF_STAMPS=c:\ temp  

/PRINTER= printer  

 

 

 

 

Optional. Indicates whether to install the SIGNificant Client  Printer. This can 

have the following values:  

¶ 0. Do not install the SIGNificant Client Printer. 

¶ 1. Install the SIGNificant Client Printer. This is the default value. 

Example: /PRINTER=0 to avoid the printer installation  

 

/LIC_SERVER 

 

URL of the internal license -server  

Example: 
/LIC_SERVER=http://attsvmseal01/Li censeService/LicenceService.asmx"   

 

/LIC_PWD Password for the internal license -server  

Example: /LIC_PWD=1234  

 

Note: If an optional parameter is not defined, the described default values are executed.  

Note:  During setup the registry key INPUTMETHOD is set  to 0 during installation. To set the 

tablet type accordingly please refer to Configure the Tablet Type  on page 49  

Examples:  

¶ SIGNificant Client.exe /S  

Silently install  the SIGNificant Client  software to the directory 

%ProgramFiles% \ SIGNificantOfflineClient  with the default configuration  without a 

license server and without custom stamps.  

¶ SIGNificantClient .exe "/D=c: \ Programme \ SigClient " "/GLOBAL=c: \ global.xml" 

"/DEF_STAMPS=c: \ temp" /S /P RINTER=0 

"/LIC_SERVER=http://attsvmseal01/LicenseService/LicenceService.asmx" 

/LIC_PWD=1234  

Silently installs the SIGNificant Client  software to the directory d: \ Programs \ SigClient  

with configuration specified in the supplied _global.xml  file, custom stamp s provided at 

C: \ temp , avoiding the printer installation and using an internal license server  

 
 

Installing Tablet Drivers  

The following procedure explains how to install a WACOM tablet driver. It is based on the 

following WACOM driver package:  

¶ Driver 5.08 -2a RC for Windows Vista (32 and 64 bit), XP & 2000, Multilanguage  

¶ Supported tablets: Bamboo, Graphire4, Graphire3, Graphire Bluetooth, Wireless Pen 

Tablet, Volito, PenPartner, Cintiq 17SX/PL/DTU -710, PL -720, DTF -510/521 and Penabled 

Tablet PCs  

To install t he tablet driver  

1.  Extract the WACOM driver installation file (for example, cons5.08 - 2a_int.exe ) to the 

directory  \ wacom_drivers .  

2.  Execute the following command:  
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\ wacom_drivers \ setup.exe /s  

The tablet drivers are silently installed to the directory %ProgramFiles% \ Tablet .  

3.  Restart the client computer, in order for the driver to recognize the connected tablet.  

4.  To verify that the driver was installed, do one of the following:  

Ǔ Click START > Control Panel > Add/Remove Programs , and check that "Pen 

Tablet" appears in the list of programs.  

Ǔ Check that the directory %ProgramFiles% \ Tablet  exists.  

Notes:  

This setup is executed in the background by default and exits the command shell. If you want 

your script to wait for the installation to exit, you must call it using the  following command:  

start /wait setup.exe /s  

This setup can be executed only once. The second time the setup is called (after restarting the 

computer), the setup uninstalls the driver.  

 

Installing Default Signing Certificate  

All Client PCs need to have a d efault signing certificate ï the public AND private key  ï 

installed in their Windows Certificate store. Microsoft provides a tool named  ñwinhttpcertcfgò to 

accomplish this ( http://www.microsoft.com/downloads/details.aspx?familyid=c42e27ac -3409 -
40e9 -8667 -c748e422833f&displaylang=en )  

Example: The following command installs the PFX file ñSIGNificant_Default_Signing.pfxò with 
the passwo rd ñdemoò into the PCs local machine certificate store: 

¶ winhttpcertcfg.exe -g - i " SIGNificant_Default_Signing.pfx " - c LOCAL_MACHINE \ My -p 

ñdemoò -a everyone  

Installing Default S tamping  Certificate  

All Client PCs need to have a default stamping  certificat e ï the public AND private key  ï 

installed in their Windows Certificate store. Microsoft provides a tool named  ñwinhttpcertcfgò to 

accomplish this ( http://www.microsoft.com/downloads/details.aspx?familyid=c42e27ac -3409 -
40e9 -8667 -c748e422833f&displaylang=en )  

Example: The following command installs the PFX file ñSIGNificant_Default_Stamping .pfxò 
with the password ñdemoò into the PCs local machine certificate store:  

¶ winhttpcertcfg.exe -g - i " SIGNificant_Default_ Stamping .pfx " - c LOCAL_MACHINE \ My -p 

ñdemoò -a everyone  

Installing Default Biometric Encryption Certificate  

All Client PCs need to have a biometric encryption certificate ï the  public key only ï installed. 

Microsoft provides the tool ñcertmgr.exeò to accomplish this (http://msdn.microsoft.com/en -
us/library/e78byta0(VS.71).aspx ).  

Example: The following command  installs the certificate 
ñSIGNificant_Client_BiometricStorageDEMO.p7bò into the PCs local machine certificate store:  

¶ certmgr .exe  -add -all - c "SIGNificant_Client_BiometricStorageDEMO.p7b" -s - r 

localMachine my  

http://www.microsoft.com/downloads/details.aspx?familyid=c42e27ac-3409-40e9-8667-c748e422833f&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=c42e27ac-3409-40e9-8667-c748e422833f&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=c42e27ac-3409-40e9-8667-c748e422833f&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=c42e27ac-3409-40e9-8667-c748e422833f&displaylang=en
http://msdn.microsoft.com/en-us/library/e78byta0(VS.71).aspx
http://msdn.microsoft.com/en-us/library/e78byta0(VS.71).aspx
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Uninstalling SIGNificant Client  

To un install SIGNificant Client  

¶ Execute the following command:  

% PROGRAMFILES% \ SIGNificantClient \ SIGNificant Client_uninst.exe /S   

SIGNificant Client  is uninstalled.  
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Chapter 3  

Setting up SIGNificant Client License Server 

 

As an option you can use an internal SIGNificant License Server  in order to eliminate the need 

to manually install licenses on every client computer upon first use of the software. Install 

SIGNificant Client License Server within your IT environment and confi gure the Client  to 

automatically obtain licenses from  this internal license server as part of the software roll -out . 

 

SIGNificant Client License Server 2.2.0.0 is now available with a fully automated and 

comfortable setup.  

 

1. Start the setup execution fil e. The welcome screen appears. Click ñNextò. 
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2. Mark the checkbox for agreeing to the License Agreement of SIGNificant Client License 

Server. Click ñNextò. 

 

3. Unmark SQL Server if there is one installed already. Prerequisites and Core components are 

installed anyway. Click ñNextò. 
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4. Choose the destination to install. ñ%ProgramFiles%\ SIGNificant License Server is set 

by default. Click òNextò. 

 

5. Choose your database name and mark the checkbox ñUse existing SQL Serverò and 

enter the correct name if  there is one installed already. Test the connection via the 

button .Click ñNextò. 
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6. Now choose the Name of your Application Pool and your Virtual Directory. An own user 

is created for accessing these directories on the server. Fill out username and p assword 

for the user and the web service and click ñInstallò. 

 

7. After installation the message ñCompletedò is shown above the details box. Click 

ñNextò to finish the installation. 
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8. The last window informs you about the delivered 90 day demo license  for your 

SIGNificant Client License Server. Click ñFinish ò to end the installation.  
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Chapter 4  

Integrating SIGNificant Client 
This chapter describes the basics of the SIGNificant Client inte gration.  Please read more in 

SIGNificant  Client Integration Guide .  

 
 

Calling  SIGNificant Client  

You can start SIGNificant Client via the command line.  

To start SIGNificant Client  

¶ Run the following command:  

SIGNificant Client.exe  filename  

The following parameters are s upported:  

Parameter  Description  

filename  The full path and filename of the file that SIGNificant Client  should open.  

For example, c: \ Temp\ document.pdf  

For example:  

SIGNificant Client.exe c: \ Temp\ document.pdf  

 

Configuring a Custom Button  

If desired, you can add a custom button to SIGNificant Client .  

To add a custom button to SIGNificant Client  

1.  Create an *.exe file that should be triggered when the user clicks the custom button in 

SIGNificant Client . 

2.  Configure the keys in the SIGNificant Client  configurat ion file's customButton  section.  

For information on configuring the _global.xml  and the relevant keys, see Table 9:

 Custom B utton  Configuration Parameters  on page 36  

 

Document Status R eport:  
 

To enable the customer application which calls the Client to check if all necessary signatures 

were applied the client now writes a ñdocumentStatusReport.xmlò on your demand. The report 

contains the number of signature fields, number of unsigned s ignature fields and details to 

every signature field.  It is located in the same folder as the PDF document and the naming 

convention is "<documentname.extension>_DocStatusReport.xml" 

 
This is available in two ways:  

 

1.  Custom Button: the additional argument % DocStatusReport% provides you the full path to 

the XML.   
E.g. <arguments> %FILENAME% %DocStatusReport%</arguments> ^  

 

 

2.  Always write report: via setting the global config parameter <writeDocStatusReport> to 1, 

the XML report is written after loading the docu ment, at every save and on close of the 

document. With this feature the customer application can determine the status of the 
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document at any time.  

 

The document report contains the following information:  

 

Parameter  Description  

numberOfFields  states the nu mber of signature fields in the document  

numberOfUnsignedFields  States how many signature fields are signed  

sig  

 
Gives information of each signature field.  

Uid:  Signerôs Name 

filedID:  Name of the Field  

Page:  Page, the signature field is placed  
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Chapte r 5  

Working with SIGNificant Client Synchronizer 
This chapter describes how to use the SIGNificant Client Synchronizer .  

This tool allows the users to move and synchronize signed documents easily.  It may be used 

e.g. when sales representatives sign a number of documents while not connected to the 

company network. When returning to the office the employee can start SIGNificant Client 

Synchronizer and synchronize the documents in the folder via one button to the e.g. 

companyôs configured network directory.  

 

Installing SIGNificant Client Synchronizer  

-  Download SIGNificant Client Synchronizer from our partnerweb. It is listed in the 

utilities folder of SIGNificant Client . 

-  Start the installation by double clicking the msi installa tion package and follow the 

instructions  

 

Using SIGNificant Client Synchronizer  

Main Screen  

 

The main screen consists of two list views, three buttons and a small info box at the bottom.  

The left view shows the configured ñInboxò with all the pdf documents for synchronizing.  

 

 

 

 


























































